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BQ TE 
CONG HOA XA H01 CHti NGHIA vIVT NAM 

Dac lip - Tty do- Hanh ph& 

CAP NHAT KIEN TRUC CHINH PHU DICN TU.  BO  Y TE PH1EN BAN 1.0 

(Ban hanh kern then Quy'dt dinh scWcZ/QD-BYT nigay ,,Z6 Oiling 2.noim 2018 

cita BO triaing BO Y te) 

1. Khung kien true tham chieu cong dich vu ding trim tuyen ciia BE Y to 

1. Nguyen tic 

ang dich vy cong true tuyen cna BO Y to &rig vai trd la cong duy nhAt 

giao tiep vt7i ngtrai dan, to chide, ca nhan ben ngodi cung cap dich vu cong 

true tuyen cda BO Y tA. 

Cac dich vy cong true tuyen oda cac don vi ti* Bo Y to se ket not 

Cong dich vy cong trtrc tuyen cda Bo Y to de cung, cap thong tin dich vu 

citing ctia dan vi ra ngoai 

2. Cac thanh phin trong cong dich vu cong cua Bo V to 

ass Ina undo Ern ISO I'  

3. MO to cac thenh phan 

Quail IY thOng tin, hO so cna ca nhan va to chirc: tigueri giao dich vdi BO Y 

to chi thcrc hien so hOa va dinh kern thOng tin hi.) so ca nhan mot Ian (CMND, 

GiAy,' chirng nhAn Bang ky kinh doanh,...) tren COng dich vy cong; khi thoc 



hien nap ha so lan sau, ho so ca nhan se dinh kern to clang ma khang, can  

thtrc hien lai; 
Tich hqp thong tin, CSDL dich vu cong true tuyen cua Bpi Y to va cung cap 

cho ngudi dan,  doanh nzhiep bao gam: 

o Thong tin ye don vi cung cap dich vu, htr phan Mat cua: 

o Thong tin chi tiet twang dart truy cap va thuc hien cac dich y cane, 

true tuyen; 

o Nap ho so, tra ket qua true tuyen 

o Thong bao tinh trang xi! 19 ho so; cong khai, minh bath tinh trang 

(tang han, tre han cac ho so giao dich tren cong thong tin, 

o Thgc hien thanh town le phi, thug; 

o Thtrc hien Bang ky dich vu buu thing de nhan hoac tra ha so tat nha: 

- Hoi, dap, huerng dan true tuyen; 

- Tiep nhdn, tong hop Y kien danh gig hai tang cita nguai clan sir (hint!. dich 

II. Khung kien true tham chieu he thong ho so sic khOe dien tii (EHR) 

1. Nguyen tic 

- He thong Ho sa sire khoe dien to (EHR) la he thong quan IY ha so uhi chep 

tinh trans cham sac va lich sir sac kh6e cua mat ngudi to lue sinh ra cho den 

lue mat di (dam bat) tinh an town va rieng to cua ha so). Ha sa sire khee nay 

dugc tar) thanh tir nhieu nguan thong tinidCr lieu khac nhau bao gem thong 

tin/dit lieu tir cac benh vien, phang kham, bac syi, nha that°. phOng xet 

nzhiem, 	Thong tin rat quan trong nay se ginp cac ehuvOn 2id v tO ch ita 

du thong tin trong qua trinh kham benh, chita benh va cham sac sac khuc 

cho nguai dan nham nang cao chat lugng dich vu kham henh, china henh 

- He thong Ha sa sue khoe dien tir quart 	toan ba thane tin tinh trang emit 

sac va lich sir sue khee cua town ba cong dan Viet Nam. He thOng 116 so sire 

khee dien tir do BO Y to quan 19 va duce quail 19, van hanh tap trung tai 

trung tam dir lieu cua B6 Y to 
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Cdc chitc nana ca ban chia he thong hO so sire khOe dien to 

Trvc tPh hop Itnlerynu Servo Bus 

OCR Yaws 

2. Cie thanh phOn cfia hg thOng hO sa sure khoe dien tn. 

Cac he thong tang k5: Cung cap dich vu Bang kti cho cac ca nhan va cac 

thtrc the ket nal, giao tiep veri he thong he so sac khoe ca nhan bao Liam 

nguai benh, nha cung cap dich vu y te, dia diem rung cap dich vu y te. danh 

mac dung chung. 

- Bich vu Quin IS, hO sa sat khoe theo thoi gian: Dich vu nay cho phep dieu 

ph6i va thfit hien bfit ky giao dich nao de cung cap tat ca thong tin/d r lieu dU 

lieu lam sang dia nguai benh theo chieu thai gian: 

o Quan 1)% va hru trig du lieu nguai benh trong kho luu trig EHR 

o Kiem tra, xdc nhan chi' lieu va dinh clang thong tin phan hei 

o ChuAn haa nOi dung dr lieu 

o Quan IY tien trinh tuong tae cua ERR 

o Duy tri thong tin tom tat ve nei dung str kien va vi tri cua nguai benh 

- Kho hits trig Ban ghi Y te co the (Unit chia se: duy tri du lieu lich sir ve cac 

[An kham benh, chila benh cung \raj cac du lieu lam sang. Vi du ve cac lap 

du lieu có the bao gam Ian kham benh, china benh hodc truy cap cac tai lieu 

tam tat, yeu cAu chuyen vien va ghi cho, du lieu chart doAn, Lilian sat, ;:cc 

phdc (16' dieu tri, ke hoach dieu tri; 



Cae kho tut tru theo link vcrc: luu 	duy tri va cung cap tap he,.rp cac 

thong tin/dir lieu lam sang lien quan den bUc tranh lam sang cilia nuu6a henh 

gem thuoc hoac clan thuoc, chi dinh xet ng.hiern va ket qua xet ItglliC;111. cac 

chi dinh va ket qua chAn doan hinh anh, 

Tryc tick hqp du lieu (Enterprise Service Bus — ESB) bao lion] cac dich 

vti thong dung va kenli truyen thong nham too nxoi truang kei nog, 	mi, ILL. 

chia se du lieu/thema tin y te era cnc phan mem Lrnz dung Poi \,(H EHR 

hoac giva cac he thOng EHR. 

Cac phAn mem titg dyng tai dia diem cung cap dich vy y to (PoS) dal 

dien cho tat ca cac he thong dang &roc sir dung Lai one to chirc hoac ruritrai 

cung cap dich vy y to thyc hien viec luu trO, quail lY va cung cap du lieu lam 

sang cho nguai benh nhan. Cac phan mem time dying PoS tuang tae vdi inot 

he thOng EHR trong mot phan vi nhat dinh. Su tuang, tau nay dupe thuc hien 

thong qua viec trao clOi cac ban tin gia cac ung clung thong qua True rich 

hap Er 
Dich vy & (Kr lieu phy thuoc: Cac dich vy nhoin nay thubng (16i hdi phai cc sir 

hien dien cua da lieu cot 16i trong he thong EHR va c6 the Truing lai gia tri gia 

tang cho cac du lieu do de 11C) tro cac chnt nang dac hi@ cud he thong y te. (lac 

vi du hien tai bao gem cac dich vu lien quan den Giam sat Y to Cong c6ni_i 

chang han nhu Quail lY Bung phat va Bao cao Berth truyen nhiem. Trong tuang 

lai, nhern dich vu nay co the ket hop Lac khs narbl MILL 	tt,1 /4:11 

gian chtc hoac cac dich vu lop ke hoach tong the. 

III. Khung kien true tham chieu he dieing thong tin quan ly tram N.  te 

phutng, thi trAn 

1. Nguyen tac 

he thong thane tin quan Iy tram v te xa. pittromtz, !hi trait (Han 

dOng caa tram y to xa. Cac can be tai tram v te xa chi su dyng duy nhat he 

thong thong tin quoin ly tram y to xa, phuang, thi trail trong ode hoat deny 

nghiep vu cua minh. 
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he thong thong tin quality tram y tE xa, phuerng, thi tran se chuyEn cac thong 

tin lien quan den nguai benh tai tram y to xa cho phAn mem ho sa sue khoe 

dien 

he thong thong tin quan ljt tram y to xa, phuang, thi tran se chuyen cac thong 

tin thong ke lien quan den he thong thong ke y to dien 

2. Cdc thank phAn ciia phan m'em quan ly tram y to s.5 

Cac thanh phEn cUa phAn mEm quail 19 tram y tE xa tuan thO theo quy dinh 

tai guyet dinh so 6110/QD-BYT ngay 19,112/2017 cUa Be truing 	Y to ban 

hanh huang din xay dung va tri6n khai he th6ng thOng tin quan ly tram y to 

xa, phuang, thi tran 

IV. Khung kien frac tham chieu he thOng thong tin thong ke dien tv 

1. Nguyen tic 

He thong thong ke dien to tin h9c hoa cac quy trinh nghiep \At cua cOna tac 

thong ke y to theo theo cac quy dinh sau: 

o Thong tu 27/201411 I -BYT Quy dinh he thOna bleu mau thong ke y tz 

co sa y to tuyn tinh huyen xa 

o Thong tu 28/2014/TT-BYT Quy dinh not dung he the -1g chi tieu thenc 

ke nganh Y to 



o Thong tu 3212014/TT-BYT Ban hanh danh muc chi lieu thong key to 

cc ban ap dung cho tuyen tinh huyen xa 

- He thOng thong tin thong ke dien to thu than cac thong tin to tuyen xa. buxen  

tong h9p len kho du lieu at tai trung tam du lieu cna Be Y t6 

- só lieu thu thdp \fa phan tich ducc quail ly trong he th6ng thong tin thang ke 

y to dien tir la co so cho viec khai thac, tra cuu. lap bao cao etia tuyen 

huyen, tuyen tinh ctia cac tinh, thanh pli9 true thu9c trung iron cac u, cue 

chuyen nganh ctia Bo Y te. 

2. Cac thanh phAn cita he thong thong tin thong ke y to 

3. Citc thanh phAn ciia he thOng thong tin thong ke v to dien hr 

Thanh phan quan tri he thOng : Quan tr.; nguai sir dung, quan tri true-  cap he 

th6ng 

- Thanh phan quan 	Lac nhOin chi tieu nganh y: to quan Ij cac &tam cho tieu 

sau : 

o Thong tu 28/2014/TT-BYT Quy dinh not dung he th6ng chi tieu thenk,  

ke nganit Y to 

o Thong tu 3212.014/17-BYT Ban hanh danh 'nye eh] tiLita thong 	v T 

cc ban dp dung cho tuyen tinh huyen xa 
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truy cgp 
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dich visr 

E4t ndi ben ngoai Cis he thong ben trona 

la; thong tln 
in tri, Mgng, C6ng nghevg 

P1°ntacing1441Ar4,-  
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Kenn dick vu 

Thanh phAn quart lY cac bieu mAu bao cao theo cac mau bdo cao tai thong tu 

o Thong to 27/2014/1 1-BYT Quy Binh hE th6rm bleu mAu thOng Ice y to 

co sOf y to tuye'n tinh huyOn xa 

o Cac mAu bao cao clac thh lchac 

Thanh phAn hien thi bao cao theo dung do thi, bleu do 

Thanh phan thu thop chi lieu bao enn 

o Thanh phAn lam such dir lieu 

o Chirc nang nhap du lieu theo mAu 

o Chdc nang tick hop lay da lieu tir phan mem tram y te. xa 

- Cht:rc nang tong hop du liOu de lap bao cao va hien thi du lieu 

V. Mo hinh tham chieu cong nghe 

I. Cac thinh phtm mo hinh tham chieu cling nghe 

Cac thanh phan cua mo hinh tham chieu ding nghe ctia Bo Y to duct me to 

mo hinh sau : 

Trung tam der lieu Op flung G40 8o Y tt 



MO to cac thanh plan : 

Kenh dich vu: DAc to nhem cac tieu chuan he tra true xu:it ben rigoai to 

nguai sir dung. 

Cling nghe thanh phan: yule dinh nen tang co ban vet cac yeu to ky thuat mit 

cac thanh phan dich vy dugc xay dung, tich hap vet Hen khai tren cac kiTh 

true dua tren thanh phan. Khung thanh phan bao gOIT1 vies thiet 

hoac phan mem he themg ket hop cac giao dien de tuang tae yeti cac chucmg 

trinh khac vet tinh linh hoat trong twang lai vet kha nang mir rung 

Giao dien vet tich hop: Quy dinh cong nghe vet each thirc giao tiep gifia dun 

vi vet he tilting. 

An tan thong tin: dinh ngltia each thirc dam ban an man thong tin cho team 

be he thgng 

- Nen tang vet ha tang: bao gem phan cimg,. mang, en so du lieu. Lieu clb') 

cong nghe 

2. Cac yew au dal voi cac thanh phan ciia mo hinh tham chiett cong nghe 

a) Kenh dich vu 

Yeu eau 

Chu dugc tren cac trinh ciuyet web khac 

nhau bao gem 	Microsoft IE. Niozilia. 

Google Chrome, Opera 

Kenh truy cop dich vy 

Truy nhap dugc to cac kenh di dung ban gem 

dien thoai di dena, may tinh hang. thiet hi 

PDA 

  

Truy cap dugc to cac kenh truyen Meng gem 

thu dien tit. Fax. VOIP. Kiosk. Mang xA hei 



ett 

Kenh trao d61 

Mang LAN cita BO Y to 

Internet 

Mang so lieu chuyen dQng 

Cac huong clan, quy djnh trong vie'c truy cap 

bao gem chinh sach an town thong tin, chinh 

sach truy cop trang web, cac chinh sach truy 

cap phan mem &ng dyng. Cac chinh sach ve 

viec van hanh, Ichai thac trung tarn du lieu 

nganh Y to 

Cac Yeu cat] dich vu 	
Dich vu darn may dugc trien lchai de cá the 

truy cap trong mang nei be, qua intemet, linac 

mang se lieu chuyen dung ban gem SaaS 

(Software as a Service), PaaS (Platform as a 

Service) ,laaS (infrastructure as a Service) 

Cac giao thac (mg dyng 

He try cac giao thirc ket nei bao g&ri : IMAP, 

POP3, MIME, SMTP, SNMP, LDAP, 
Cac dich vu giao thirc 	BGP, DHCP, DNS, HTTP, WAP, FTP 

ket not 	
Ho try cac giao thirc mang : TCP, IPv4, IPva, 

UDP, IPSEC 

9 



b) Nen tang vn h4 tang 

Yeu eau 

 

Mang cue b<) doge trien khai day dii tai 

cac dan vi 

TAt ca cac dan vi deu ducrc ket rA Internet 

toe dq cao 

Day do thiet bi mang phyc vu hoat dqng 

khang gian doan tai cac don vi 

Dam bao thiet bi khong day day dU, hieu 

qua tai cac don vi 

Darn bao van hanh, khai that he thong 

Video conference ctIla Be Y to 

 

Mang 

Phn cling 

May chit dt cc:Mg suat, hieu nang, dap Ling 

tinh san sang tren 95% cho cac Ling clung 

dung chung. May chit ehay ca the san 

sang cao 

Dit cac thiet bi may tinh ca nhan. Dam bao 

du may in, may scan cho cac dan vi trong 

nganh kiem sat. 

Darn bao thiet bi luu tit day du cho cac co 

se's du lieu va phan mem ditng chung tai co 

quan at) Y 

Cu sa def lieu SQL cho viec Iuu Clef cac du 

lieu ea eau true. 

Ca so du lieu NoSQ1 cho viec hru tru cac 

du lieu phi cau trio. 

Ca sada lieu 

10 



Su dung Co sO du lieu co, ban quyen dam 

bao tinh day dd chin; nang, tinh bao mat, 

tinh hieu nang coa co stir clO.  lieu 

  

May chta Web 

May chid &ng dyng 

May chd da phuung un 

May chit cho cong thOng tin 

May chd Cache 

May cha Proxy 

May chn thu myc 

May chn dinh danh 

  

May chd ho try' dich vv 

 

  

 

Dam bao ri&I tang phat trie'n chay tren moi 

mei troong (Web, Mobile) 
Cac nen tang h6 trci 

 

Ao hOa 

SU citing cac cong nghe ao Ilea may (Ala 

Su dyng cac cong nghe ao hoa dng dyng 

Su dyng cac cong nglfe ao Flea sao km 

Quan Iy cad hinh he' thOna 

Quart ly thay dOi 

Quart ly su co 

Quan IS/ tinh san sang 

Quart 1S/ tinh lien tuc cua dich vu 

Quan ly tang thai 

Quan ly hg thong 

11 



u,..cau 

uari ly hieu nang 

Quan 1)2 nang luc 

Quan ly 161 

- Quan lY Backup 

Quan ly cac mire dich vu 

- Quail 1).17 chat. lung va cau hinh phan mem 

Quart ly kiem thir phan, mem 

Quan ly thay doi, nang cap phan mem 

Phuang phap luan phat trien phan rnem• 

Cong nghe phan mem 	Huang clich vu 

Sir dung cac nen tang lap trinh web dotnet. 

Oracle Developer, Java. 

Sir dung cac nen tang lap trinh di (king 

Angular JS, Node JS, React Js,.. 

c) Cong ng14 thanh !than 

Dan gian, de sir clung 

CO the lay du' lieu tinh hoac dc)na 

- Co the trinh bay du lieu nen nen tang web 

va nen tang di dons 

- Sik dung font chi' tieng Viet 

Trinh bay du lieu 

Quan 19 du lieu 
- Xay dying Metadata ctia dir lieu cho viec 

quan ly dii lieu 

12 



Lop trinh - DOc lap cong nahe 

d) Giao dign vA tich hqp 

Middleware, EAI, Web Services, £513, API 

Gateway 
Ket not va tich hqp dich vu 

Phai quy dinh va ceng bo cau trtic du lieu 

khi Chia se dir lieu cho cac don vi, 

Su dyng cac tieu chuan (10 lieu chuyen 

nganh y to tai quyet dinh so 2035. QD-13 Y I 

ngay 12/06/2013 cila BO truang BO Y to ve 

vice ding bo danh myc Icy thuat ve ang 

dyng cong nghe thong tin trong link vac y 

Chia se du lieu 

- UDDI 

WSDL 

- API 

- Web Service 

Giao din dich vu 

e) An town thong tin 

An toan thong tin mac 

ang dying 

Kiem tra Code khi lAp trinh, khi nghi m thu 

cal cl4t. phAn mem 

Quan ly truy cap phan mem theo Role-

Based 

Khuyen khich hai lap truy cop dOi yeti dir 



lieu quail trong 

An toan thong tin nide ha 

tang 

An toan thOng tin mpg, 

An toan thong tin he thOng 

Clam sat an toan thong tin 

An toan th6ng tin mire vat ly 

Bao ye cira ra vao not d4t may chit 

CO the dO Itru trir, phuc 116i tai hai dia 

diem. 

    

    

TH.* vian Ole 

toe 

	

Trung ' 	 Ti Jog 

tam 	 Om 

	

giam sat 	 giam sat .  

	

, an tohn, ' 	 an toan 

	

an SIT , 	 khong 
gian 

mang 
guar gta 

tl•Mpit. awn 
N,3 

TWA phi. de ‘4,44  
r dr*. pi Ithttni vs - 

Tq 

;Ate g 

O'DT 

3. Ki‘'n trim tham chiu an toan thOng tin 

a) Cac thAnh plan 

Kien triac tham chieu an toan thong tin cna BO Y to dugc the hien 6 rna hinh sat' 

true an toan thona tirt 
	 _ 

N(ii dung 1 : Dam bao an than thong tin cho tarp ting dyng 

Bdov4' may chit he thOng 

Bao ve timg dung web 

Bao Ye may chit co sec du lieu 

Bao ye thu dien tir 
14 



- Ph6ng chong virus va ma dOc 

- Bao ve he th6ng Video conference 

Bao ve truy cap COng thong tin dien to 

- Trien khai he thOne cha ky s6 xac thtrc ngued sir dung trong cac he th6na 

van ban dieu hanh, thu (lien tir, cac he thOng irng dung chuyen thing. 

NOi dung 2: Dam bit° an toan thong tin cho nen tang tich hop dir Iigu LGSP 

- Quart IY an toan dinh danh 

Quan 1Y an toan xac thuc 

Quart ly an toan cap quyen truy cap 

Quan IY an toan dich vu tich hop 

Quan IY an toan trao d6i thong tin, du lieu 

NOi dung 3: Dam bao an toan ha tang k5" thuat 

Brio ye wink dai, chang tan cong fir ben ngoal vao 

- Chong tan cong tir choi dich vu 

Mang lira, mang rieng ao, ngan chan xam nhap, Ipc not dung, titian iicrfi-a 

ma d6c hat kiem soat Una dung, kiem soat nguai diing 

Kiem soat not dung va bao ve ngtrOi thing Internet. 

thio I)? mang not bo 
- Trien khai cac giai phap bao ve he th6ng mang not bO 

N)i dung 4: Giam sat An toan thong tin 

Xay thing trung tam giam sat an toan thong tin bao gOm cac not dung sau day: 

Giai phdp gidm sat, theo doi cac mang va MITT 

&dm sat, theo doi ma cl6c va tan cong vao he th6ng mang. 

Giai phap quan ly nhat ky va sir kien an loan thOng tin, nham mut: dich 

thu thap nhat I<ST tir tat ca cac he thPng, C11112 cap da long \ a linh }loin cac 

1i 



. 	. 
1. Vtuag ngo4.t vi 

Trien khai cac giai phap hart mat cho vting bien (Internet. viinc, ket not 

cong cu cho viec tint kiem, phan tich, thco dei cac sii kiln an ni 

theri gian thtrc 

Ket not voi trung tam giant sat an toan kheng gian mang Queic gia 

NOi dung 5: Chinh sach an toan tilling tin 

Quy dinh ye kient soat truy cap vat ly: Nham ngan can nhung truy Lap 

bat hop phap vao may chili, may tinh ca nhan. thiet hi phan cimg va giam 

thieu thiet hai del yea cac thc5ng tin quan trong 

Quy dinh ve quan 1.y., van hanh he tilling thOng tin: Qu\ WI* nab, Liam 

bao tranh viec re ri, mat mat Meng tin khi quan iy can hanh hetnhng 

trang thiet bi cent; righe thong tin va mang may tinh. 

Quy dinh ve quart ly tai siin phan cunt; va pilau 

quart ly tai san phan cong vd phan mem nham dam bao tranh viec 	ri 

hoac mat mat thong tin tren cac thiet bi, ang dung quart 	hut till thane 

tin. 

Quy dinh ve quan Iy thong tin: Quy dinh ve quan therw, tin can dupe 

xay dtmg de ngan chain viec re ri, mat mat cac thong tin bao mat va 

dinh cac thong tin duce cong be. 

Quy dinh ve viec quan ly ben thu 	Quy dinh ye \Hey cinfAn 

ba can duce xay dung de ngan cNui viec ro ri 

quan trpng cho ben thir ha 

Quy dinh ye sty chap hanh, dao taco viz nang cao nhan 	Migc Lieu 

ciaa quy dinh ye scr chap hanh, dao tao va nang cao nhan thirc nham ming 

cao nhan thus lien quan den an town, bao mat cho can he. cling chirc. vier 

chirc trong don vi va dam bar) tinh hieu qua trong viec trien khai nei quy 

an toan, bao mat trong don vi. 

b) Cong nghe sip dung : 



WAN) bao gom : Firewall, Network IPS, Web filter, he thong VPN. Anti 

DDOS 

Trien khai cac giai phap bao mat cho cac \:mg mang nOi be) nhu User. W IF I. 

Server , NAC, AAA, Firewall. 

3. Wing may chil, thiet bi dau cu6i 

Trien khai cac giai phap bao mat, kiem soat cac tien trinh cho may tram. ma> 

chu AntiMalware, SIEM, PIM, host IPS. 

4. Wing (mg dune 

Trien khai cac giai pilaf) bao mat cho cac Ung dung nhu web, mail, cac he 

thOng Ung dung bao gOm: WAF. Email Security, Firewall, Open 

Authentication, he thEing quan ly va cop nhOt ban va tap trung, he thOng 

chong tan cong có chit Bich ATP, he thong xac thirc da nhan to. 

5. Wing du lieu 

Trien khai cac giai phap bao mat cho du lieu, chOne that thoat dir lieu boo 

gom DLP, Encryption. 

e) Kien true than chieu he thiing giam sat an loan thong tin 

Nguyen tac : 

He thong giup thu thap va phan tich, giam sat tap trung toan he thOng, dip 

vao su tucrng quan dua ra cac canh bao thOi gian Uwe ye cac mei nguy 

hai, tan cong vao he thOng, dua ra cac bao cao dinh ky, tuan thu fiat' 

chuan bao mat quoc to 
He thong co kha nang thu thap, phan tich, giam sat va g,tri °anti bao v cac 

su kien bao mat coa tat ca cac don vi thieic, trirc thuOc Bid Y te. 



itAby chOl 

Om sat 

Cac VU cvc Tang cut,  Van oho/A bi5 

ihanh tra BQ 

May ctrt 
thu tri4p 

thong 
tin 

MYte 

Trungiim ti*m salon tchn them& tin 

May chi' 
clam — 

Cac don vi trvc thuVcOO'C t* 

May chit 
thu thOp 

thong 
tin 

Kien true etia trung tam giant sat an loan an ninh 

trung tam ci6rn s3Fmenc autic  

Cac n(ii dung gilm sat 

Giam sat lien tic va thOng nhat: cung cap moi truang giam sat dau cuOi 

thOi gian dux, cung cap Icha nang xcr 19 cac van de, giam sat tinh son sang 

va dung luqng tai nguyen (Event, performance, topology, inventor ...1.  

ha° coo tluSng ke. 

Giam sat cac chuang trinh phan mem, dich vu hoat ciOng tren he thong 

Giam sat hieu nang hoat dOng dm may chit ca ser du lieu, may chit ernnil. 

Xac (firth ngu6n Rita luting di ra/vao he thOng, thu thAp thong tin cu the, 

chink xac. 



Thyc hien (lan 1y va giam sat cac he thong may chi, ao hoa. 

Lien ket sy kien va phan tich nguen gec 161: to deng thu thap cac thong  

tin ye sy kien, phan tich 16i trying qua cac sy kien va canh bao to cac 

nguen giam sat. 

- Giai phap tich hap: cac thanh phan cua giai phap co kha nang ma reng va 

tich hot vai cac thanh phan khac (reporting. trouble ticket. .) 

4. Cac thanh phan nen tang N/A ha tang k5 thuat 

Val de phdc tap Ye yeti cau doi vai ha tang CNTT den tit Klan true ling dung, 

Kien true da lieu, kha nang ma reng, tinh san sang cao, cac yeu cau ve quan chat 

Mang, dich vu, kha nang man th0 cling nhu viec van hanh ha tang tong male thong 

tin cho thay khong co duy nhat nit kien true duy nhat nao dap irn.g dugc. 

Chua ke den cac yeu cau den M. viec thu that ho sa vu an to cac Vien kiem sat 

vai luting di lieu phat sinh Lan, nhu cau ve ket not mang cyc 

Vi the, khi xay dung ha tang k9 thuat cua Bo Y to se tiep can theo each xay 

Ong tirng khoi ha tang va cung cap duoi clang dich vu, di kern vai cac tieu chuan 

ve kiem soat, chat luting dich vu, an man an ninh thong tin nham dam ban dap Um! 

ducc viec cung cap mot ha tang CN1T phut vu cac nhu cau cila tau Y to tic hien tai 

den twang lai. 

Cac khOi hp tang ky,  thuat cUa B Y to bao gOin : 

a) Ha tang tinh twin: 

Cung cap du nang lyc xu 19, tinh toan thong tin, du lieu, van hanh (mg 

dung 

Vei cac xu huang phat triL ve nhu tinh man gan day nhu tri tue nhan 

tao, may hoc, v.v..., yeu cau ve tai doi vai nang lyc tinh man tang tang 

flit tang nhanh, gan nhu tuyen tinh yd trong mot so truang hop kha Mang 

tinh toan ve CPU khang con 	kha nang crip 

voi tinh toan bang chip xir ly do hoa (GPU). 

1') 



Dien twin dam may — Cloud Computing: 

Phvc vu cac nhu cau tinh wan thong thuong. dupe cung cap duoi (..1,m2 

dich vu. 

Viec tich hop san cac phan mem quail tri, cong cu then del glitp h? tang 

dien man dam may co kha nang gni!) nguai clang cuni ur phtic vu iseif 

service), giam bgt cac yeti cau van hanh dun gian va kha nang ma rang 

kid can gan nhu khong giai han. 

- Dap img cac nhu eau ve cac platform thong dung, cac nen tang xay dune 

va van hanh img dung din tir kiln true iTTIC dun' va Him Irt":c.-  (hr !IeL! 

thong thuang. Hau het cac Una dung va dir lieu se van hanh trtim ha t:IT12 

nay. Vi dy: Web services, Application server. Windows server. Linux 

server, v.v... 

May chti vat IY hal ty va sieu hei ty 

Doi vii met se truing hay rat dac thit nhu nhu cau xu ij mOt khai da 

y to lern hoac cac du' lieu duai clang phi eau true, BO y to can trien khai 

Cac may chit Ni to va sieu nang Ivo mit lY rat ibn hoac rat dac hiet nhu. 

+ GPU base computing; 

+ Deep-learning; 

+ In-memory computing.  

- Cac may cht) hei ty va sieu hei ty co kha nang ma rang, nang cap de 

Bang, tai da haa. nary/ Itrc cua dien toan darn may 

- Chit Ong hap nhat cac lap phan c(rng nhu may chu tinh tnhn 

(computing), thiet bi chuyen mach km trc (SAN Switch) va he thong Ian 

tat (Storage Arrays) vao met thiet bi duy nnat. 

Cac may chu se duet ket not cal dat trien khai nen tang dien toan darn 

may Hang de ce the trien khai dugc cac dich vu cita dien town dam may 

bao gCim : 

Tu 



+ Cung cap nen tang phan mem du&i clang dich 	SaaS ( Software at 

a Service) 

+ Cung cap nen tang phut trier) dual clang dich vu : PaaS ( Platform as 

a Service) 

Cung cap ha tang dual dung dich vu : laaS ( Infrastructure as a 

Service) 

b) Hu tang ke't n61 [flung 

Cung cap kha nang kEt not cac thiet N, bao gOm ca ket not glib ha tang tinh 

toan voi ha tang luu trir, ha tang tinh toan vOi nguai dUng 

Hu tang luting trung tam du,  'Jo: 

- Co tinh sun sang cao, dO tre rat thap, cung cap ha tang Let not cho: 

+ Ha tam; tinh toan vei hd tang km tra; 

+ Ha tang tinh toan vat nguai dung cuk 

+ Ha tang tinh toan vdi ha tang tinh man bien (edge computing). 

+ 1-14 tang dien toan dam may. 

Ha tang mang tai cac don vi thu*Oc, true thuOc BO Y to 

LA mang npi N) (LAN), cung cap kEt n6i cho nguai clang va thiet bi dau 

cool tai cac Vien kiem sat nhan dan. Ngtrai dung co ti-IC 'um cap vati 

mang not bO bang mang khong day hoac mang cd day. 

Mang not bc) cita cac don vi phai có kha nang ket not den Trung tarn du 

lieu ciia BO Y to voi tinh sun sang cao: ket nal tir internet thong qua ky' 

thuat tao mang rieng ao. Thong tin truy'en dun giEta cac don vi vai TTDL 

phai chrgc ma heta. 

Thiet ke mang nOi 130 can hugng den kha nang hgp nhat truy cap va quan 

tri (tray cap va quan tri mang co day hay khong day nhu mot ha tang 

thAng nhAt). 
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- Threat ke mang nOi bo phai dam bao hieu nang pha hop, co tinh san sane 

cao, có kha nang chic Ic,i ke ca kin xd\ 

Thiet ke mang nqi bO phai dam bao kha nang bdo mgt o nhiey 	bao 

mat dau cuoi (giai phap thong that thodt. twang lira ca nhan, tinh nCin 

Oat hien va thong xam nhdp dau cuoi, phene (Thong virus \ 	'Than 

tach va kiem soat gifra cac lOp mang nOi b<], ding nhu ben neodi mang 

(VLAN, tuang lira. proxy ...) , kha nang phat hien chong tan corn! \ 

xam nhap (IPS), kiln nunc2, hien thi. kiem soat va ghi nhat ki 	dy nhu 

netflow, syslog, hardware DPI v.v...) 

Mang not b0 có kha nang dap (mg tot cac dich vu nhu hqi hop trvc tuyen, 

dich vu thoai bang IP, dich a truyen Milli Ti' 

thong then thai gian thvc khac. 

- Co kha ;fang do hcia mang chuyen mach cane nhu hO tro tot cho cac nTh 

tang do haa khdc. 

- MOt so tieu chuan quac to /gia thirc toi thieu ma mamg nOi bO can phi 11.6 

try: 

+ Giao tilde mang: IPv4, IPv6 

+ ye kha nang h6" try cau hinh clan gian: 802.1AF, CDP. LLDP. 1.I.DP-

MED 

Ve bdo mat: II3NS ( SP:LI X), (CISF) pert 	ITH4( P 

DAI, IPSO 

+ Dinh danh: 802.1X, MAB, Web-Auth 

+ Dich vu kiem soat mane thong minh: PVST-. Rapid PVST-. LIGRP. 

OSPF, DTP, PAgP/LACP, UDLD, FlexLink, Portfast,linkfast, 

BackboneFast, LoopGuard, BPDEIGuard, Port Security, RootGuard 

+ Cac giao thuc darn bao tinh szan sang cao: HSRP, GI ,BP, VRRP 

+ Ngu6n dien: PoE 

-11 



Hu tang mang di d(ing 

Sir dung mang di d6nti trong trao doi thong tin. ban cAo 

Hu tang mang s6 lieu chtlyen thing 

Sir dung mpg so lieu chuyen dung trong trao del cac he thong nei bq clia 

nganh Y to 

Hu tang mang Internet 

Phtic vu cho cac img dung ket not mang ra ben ngoai 

MO hinh tham chieu ha tang truyen clan cilia Be Y to nhu sau : 

Trung %Am 

Cfng dyng 

He ang 
KEt nd. 

c) flu tang tut Ut 

Ha tang km tar d#ng block 

Phyc vu ha tang diEn toan darn may va ha tang may chu vat 	Cung cap 

tai nguyen cho cac img dung truyen Meng th6ng thisong, vi du nhu may 

chU ao, luu wu co s6 du lieu nhO• 

Xu hudng cong nghe all-flash, km trir bang chip nhO gAn day giap cho 

hau het cac thiet bi xay dung ha tang km trci dang block co kha nang thich 

nghi vai mat de) sir dung cita ha tang tinh toan. dAc bier la ha tang dien 

toan dam may. 
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Ha tang 	dOi ttrqng (object) 

Phat sinh to nhu cAu thuc te ve der lieu ho so y te , cac hinh anh lien (lan. 

Cung cap dung ltrang luu tra rat Ian (petabyte. exab) to scales). 

Met trong nhung 1):: do de tach Met gitYa ha tang tau trir Ong block ),a itn 

tang km tri doi tuoing nham giant chi phi va giam overhead trong iec 

km tnr cac diCr lieu kha dac thia, khOna can hieu suit caw nhu WI die cap o 

tren. 

Ha tang luu trcr hieu nang cao 

Phk.ic vu cac yeu cau rat dac biet nhu xu ly thong till trong be nik ( n 

memory computing) hoc cac workload nhu CSDL, Data warehouse.  

Bao g'om cac thiet bi km tat vai dung luting thap den trung binh nhu ce 

bang thong rat cao a dO tre rat thap. 

5. Trung tam de lieu BO Y te 

Nguyen tic : 

Tat ca cac he Mang thong tin dung Chung. cac he theng thong tin chosen 

nganh cua cac don vi thuOc BO Y te deu phai doge cai dat. van hnni). 

khai thac tai Trung tam du lieu cua Be Y te. 

Cac may chii, he thOng thong tin dm cac don vi thuee Bo Y te se nine 

buck top trung, chuyen del va dente he len trunii tam der lieu cua Re Y te 

tren nen dien toan dam may. 

Time buec hoan thien trung tarn der lieu cua Be Y ten mire nen tang nhu 

mot dich vu (Paas : Platform as a Service) cun2 cap cac APIs cho cac don 

vi sir dung. 

Hohn thien trung tam der lieu tap trung cua Bo y te, time buOc then khai 

trung tam du lieu du phong cua Bo Y te. 

Yeu eau dOi voi trung tam dir lieu nganh y to 

- Modul hoa de de-  clang cho viec ma rOng thay doi ciao true he thong mOt 

each link hoat, thai gian downtime la ngan !That có the. 
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Thief ke theo hinh thirc module, kith nang ma reng de clang, cac thiet hi 

dugc de xuat trang hi va sir clung trong Trung tarn du Iieu kheing lac hau 

ve tong nghe it nhat trong yang 5 nam tiep the°. 

Trung tam et lieu dang module hod de tit kiem khOng gian nhung van 

dam bao cac yeu eau thiet yeu ve luu tra, truyen tai. xir ly thong tin 

cung cap mot Co se vat 	ha tang thiet veu NCPI Network- Critica! 

Physical Infrastructure) co chat lugng cao di kern. 

Thiet ke va xay dung veri day,' dO cac hang mitchhanh phan co ban nhu he 

thong lanh, he thOng nguen dien, he thong luu diem he thong mang \.a 

maim true, he Meng phong chay chin chay, he thong quan tri true cap vOt 

he thong phat hien re ri chat long, N thong san nang, he thong may 

phat...Cac phong chirc nang rieng biet tat thieu can phai ce trong DC la 

phen may chiIi va thiet bi mang phong quan tri dieu hanh (NOC), Pitting 

tie') don nha cung cap va phong dem (Entrance room va Staging room), 

Pheng nguon co dien va dieu hail (Store house room va LIPS room). 

Von hanh voi mire tieu thu dien nang Map, than thien mini trirOno vei muc 

tong chi phi so hau (TCO) cho 5 nam la thap nhat, ee kha nang EMT rang 

len den 10 nam 

Can cii then tieu claitan T1A -942 va yeu cau theo thing to so.  

03/2013/TT-BTTTT ngay 22/01/2013 c(ia BO' Therm tin va "Fruv'n thong 

quy dinh tip dung tieu chuan, quy chuan ky thuOt (Jai vari trung tarn du 

lieu viec thiet ke, quan tri th(rc hien )(ay dung, xay dung, ban giao va van 

hank Trung tam du lieu cua tinh se Tier 2+ va hubng ICfl Tier 3. 

Trung tam se bao gom nha dieu hanh; hg thong may chit; thiet bi bao mat; 

thiet bi mang va luu tra; he thong phong chOng chay n6 va cac thiet bi 

khac bao dam yeti cau ve nang luc xu K, luu trir. hao darn an toan dir iictu 

kha nang van hanh 24/7 va dat cac tieu chuan, quy chuan ky thuat 

nhu sau: 
Ha tang k9 thuat vien thong dat tieu chuan cap 2 tra len theo FCVN 

9250:2W 2 hoac cac tieu chuan nrcrng dtrona hoac cao hon. 

ChOng set cho cac tram vien thong va mama cap mieui vi vien thong  

quy chuAn k9 thuat quOc gia QCVN 32:2011/13-ITTT. 
25 



Mang PC 

Tiep dat cho cac tram vin thong dat quy chuan 	thuat quec aid ()CA/N.  

9:2010/BITTT. 

Plurcmg tien phong chay va chfra chay cho nha va cong trinh 

Trang bi, bo tri, kiem tra, bao duang dat tieu chuan quec gia TCVN 

3890:2009 hoac cac lieu chuan tuung duang hoac cao han. 

Ve an toan chay cho nha va cong trinh dat quy chuan kyi thuat quOc aia 

QCVN 06:2010,11XD. 

VI. Ke bona thkrc hien giai down 2018 - 2020 

Nam 

! STT NOi dung 
2018 
	

2019 
	

2020 

Trien khai cong thong tin dich vu 

ea/1g dm Bq Y te, tich hop vai cac 

dich sly cong da hien khai cita BO 

Y te. 

Trien khai, tirng butt hoar' thien 

ha tang k'y thuAt cua trung tam du 

lieu Bq Y te; ha tang mang dm BO 

Y te 

1 



Ntiii dung 
Nam 

STT 
2018 2019 2020 

3 

Tung buoc trien khai he thong 

dam bao an toan, an ninh thong tin 

cua BO Y te; xay dvng trung tam 

giam sat an toan, an ninh thong tin 

nganh Y t6' 

4 

Xay dung, trien khai ph'an meme hO 

so sire khoe din tir, 	he thong 

thong tin 	quan 	tram 	y 	to 	xa, 

phuerng, thi trans 

5 
Xay Mpg, trien khai phan mem 

thong ke nganh y to 

6 
ray dung, trien khai kho di lieu y 
„ 

to cid& gia 
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